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TSIl A= &Fd Hifed! Ta==T IR ST S 3R, €T ardy JiedT dieadas a8
FTHTETET GEET ol Sar. 93g Affedt ST TasH==r 3TANT Shdes JHISRarara= sera,
TSt Tifedt STOT FIA=aT IrIdeTad $rde 3TH0l Wi S AT, Jrarer Arfedt
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TR fawy SwHra AT STEavdeshdl 9y SHST. SHfdes o JRdATdIs SR, Aifedi=r
&N, HeaaTl, S—hHa fSsfice 9o, diftas Tuer, ST GI&0T Araidr & el
TIR FIOATT TS difeeds Ul 8T ST Faear=n TgE T2 37e.
TRA TLHIAT 3oFal e ST Afedt a9 AASATIAR -

gfedt I3 Frac sSFa—e SEIUaSTHT AR AT <drd 10T s—wrafe,
—Hd FEeET GHAT 0T AT S0 TrHeR HIEH HHI FLOITATS!, TUrHUATETS!
FIACIR AT &S Ya o
Tifedt T HESA™ AT

STSTeRTes ATt T3 AT o= Aecd feadfeay gy aed e, &gy gara
TIASTATET TR e RIS Sager, I F ga¥ fafaer smafas areiar siresr aquararat
Ay 19T e TS oTTR.
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) SHFIh Teadi 22T, THSIR, HEeS ATST0l I S
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e Fraears 7= fafay g 3897 TS THard. gl ST =T
TIOTER ST 23S FH JTIE IThaTd AMETST Flfe 90 TR FIATT. 9= Hal HIA<
g TAfdH FATFSTIER ST TR = Tl SvaTarg— FeyoT SdTd .
R HEAUH :
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O TAX BUIN = JEUIEET & &hos Sdid. 3@ dRl &=l a0
Tafeq fRar T = STRATET IMHAT el ST vTehdl. fSsfiies Tm=r afdeeax
I aif FwdaEl F% vhRdr. [USa e ool AN wrdare! 8ig 9.
TIIR THhIS 2 ATTE HIIUE Hed=T RIIfaEes T=1d 30T Tl ATSAvATH
hH hIdld.

R HAIUET .

AIfedt A0 A=Y GG AISAT YHIONG Siftess "ifedt & gaxae=ar AT
Hr3AT YHTONT Hifed! AR UGS ATed. 3232 HITe IeaaT IY 3N 3TTe.
STASTST=AT AT YAt =aT feaamre shdged 3eaHa 0l gd J¥ 8d . HidE
TII0T BCUATATS! FRATS H0ATATS! alel ®Ha=aT AT AT afhor=l STavaehad]
AT, HMUESH IcHIT € T HTAE Tk &F 38 ST SAFdT Ha=qi=ar A=Al
=T =T TSeie wAfgd % fHefauar=ar Afwrr= TIeoT Fiid.

3. TS :

3TF Al T AT AISTATHATS! ISHSAT ATIE AISAT JHTOMT FIATd. O AT Od
MiEaAT Tcd TSl MRl GHUATATS! Sieel 24247 JTi e FcATH=T THT ol
T . TSATHT IS T AR FHTAS 3T ST TEEAT SAFAST dATae Jrasiieh faemmarg"T
AT . SO S99 fRaT TEE=aT dafddes afaser Bl ORI, AR
FIAET IeHTT FOM T FIOATATS Bk 2T ATILATT deel ATST AT Shraar
TEUTATd . Edd UOUHTH qr3auy.
¥. BB AT IESSIT :

T I3l ABIed WeHed T FIAAT IcaaT &S Sg IThdid. STeg]

TETEl Sl TSI THAT FIUMEEEd aRAR gHkI <O fFu= Fd deer fearh
STIOT wISTe TRl FIIE IcSIT BId. deel 32 AT Sk TUHoT=T F
TAR GHITAT 3TAM FEA BIhAl B [hdl T3S BIAl deal AT Afch GedT TGS
Tl AT T L.

4. NIl &y :

=gt @Tasd @ Usa9edd [Tod 31 ATes TIgal ShIgars Tl Aecard
T 3. S TTgeT FH1Ie Fel fafidms gd7 st ornsd ufaafad &id 7T I, oryoT
AT HIACATHes SIehlAT di=l = ATSvAT= TaFIil fHesd . e dfhai=T <=
FSTACHT STBTSAST Aard HOM=AT HIASATT Gad ANUT=T HAGaed BT aol
TIfest. IR afehe AT=AT FSTASHT T9d WS s IThdld deal FSTAT=AT T 1Hed
QI A Jabd 9T90T 3T¢ i ATel dleces defaarne ardl.

&. R ©H :

BT FER FHLOMAT FUAT AT=AT AR TUdr=l &7 HOATATST TTIaL
FIACATE TgGgd 3TTard. 3ar. fafay ¥+ o vy afomy R o eemien
ferdta FoamErst a0 9 Toadid. fafgy mfedt Siad T JgeR Srae ar 9=
ST THAT= TI&T0T FITATHTST ATTTTR IR HIASIN HIAATEl FI0ATHT HEd HLdrd.
ST HIOT=AT a7 F AL IMHKIT Hifgdl TAId TEUATRIAT AThrIedr= GJa TN

AT B STl
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9. FIR ST TSR HA

SMIUT =T o fafay wifedt a sawaTel Sae=ar ATATIGT 9ed 3THdar
TRaT fafaer Taearesr=n aTue 3d STl deel 3730 J ITdi Araeddt <vifavm azor
fFoh T SO, deel TEGaE FHaeT IRl 37 A9 Jfed «edr S, o
THaoIi=aT A3 F ITdl STHATT AT 3Ted T SHIvTeATad MAfaaaeil Fafera s1med.
O HE= WS
2. FTIATEN YT FHHedT HIICINR IrATId GIFn=r arx Ed T AT s—hmd

FAUITH TaTH ATed.
3. AT fESfics WediaT FTaesiy Judr 0T Hd Suard TSt 37%.
3. qrges yHIoTa AR qAT=T Saarra fEsfices Wi yHmmTay SRy

FIOGTATST FIANE HIAT=AT AT AT G oS ATed .
%. qTYes TIFRST Jaa STRG=AT ST F0AT AT o0 SATHS 5—Teg— =

=TT B

gl fafed Focar —FHER @G HWOIAET SRR .
&. SIS FTIaT GLE=AT JedTel CEe el <dl, ST soadl-ed gaeri=ar Jemarar

gq Hecrd 3Ted.
IR T=IME

AR T[T YHIUT GrgeR = fohar TuTe Shfad TTel U =T e JHSTol ST
ST 0T ATOT 22 ash GUIFSS e, UETET =T AASTSTIU ATt TIT0ThT=
JIR. FT AT Rl O @ed 3G Ihd. ®HIUE HOT, AT AN FIO0 fFRa
Y= 77 0T ARG TR0 ATITS] TIUTRTET I TeUH JTaY 0T TeuTs] TTder
T, TS, FIAUIE ITOT IR 3TV T aFTd GIuTeh gl adedr graar
T=ai, favma : gaegn Uedd dee 3T, el T=dargcs UEEl g fFan
SO TR oo ST TR «iedTd A VIhd. O T=AHEd 34 YhT=al
fraTFroTI=T TAEYT AR, Wdd grHT=d.ad Juias fFante Sy veRard.
2. HIOT Hegeh fohaT ITFLONHAT Fed FOTN T . ATTHT [=aiT= fafayr o

(ST =|Ta3q, a7 ) 10T Denial of Service Attack (DoS) ge aT=T WHIST Brar.
2. TR T [FATFeT FOIEET Gue J2dad JMUR T=. a7 Yehi=T

T TOaT AT, fde waguls frar 3Tee = 1= JAEeT 2idl.
e TR TR -
. U @Al :

e SgvIedle TeuTst higal ST ST aT0R e f6desh FHed 0T, SATHS
SHfaaert g, AT TFeds fhar SrEasigR ANRE=AT SHarsT |t fFafor Fom=ar
fafayr ye=aT fFarwoTa=r gaEsT 37 IThdl. GAETRuTI0, T TgvTdarer]

ST a0 fhar Huteh GEEE=aT aiiigl hoSl Sevdararl &l Fguld ol

g -
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Q. e @St

SegT UEel JadEe, 3—Ho Ta? ferar T0Te YU ToaT ariar a1 a7 SHRuAT= !
fopar gufargel SFdgR X e arE et ST d=er TR euft 2. © gl
TES AFIUAT SATOT HI&TUT S0gT=AT STYATEATAT Seedrd HISAT IHH=T HIUT hidard.
3. §ENR g :

fafar <oma aETST WEER UGSt faedid B R Argd JTeed
=TI / AiFzge Ay fFafr &7 esmfas, smeffs, 1« afedt =0T, w@mer d@rsar
TagFal TCST/ TFE e 0T, ATIaianhaiy TeuTs] TIUTH, ASed 0T yomest
ST Jeasr=r JeEr=aT Heuid aTR fhar & aaaosid. ard draaiecs, e/l AToT
ASHIS=T drFarEas Sl STMaITe STOT F=rareiss AT AT a=mares ST
et 3qTed.
¥. EIETHEIUS ¢

gIT HHAUE T HUAUIRET Udh YRR ATE SATd ST a9 e oArd
H0T. IS HHAUF & Ush [afeTS T2 AFGT Sid el TG Jraeisdd 7= hoedl
AHTISTIL FHAl=T THTIAST Bal.

Y. HIEaEEHT :

T Teh TRl STASRT=] ATAGT ool Sd 3T Sarme fEiarel
SRS TESTT 30T E—Hoeder IMT Bal. ATWHRT © Thd  oar=ar  digamT
TTeEdrd 3T 3MHGTE T LR UaSil d SIASET aTq? Hidrd. TATH, ITae T2 =
stufera R B U AT S&d ATCAE O Wifsare Stea e Safra
FHOITETST AT TEHRTHE AThHGRT ZfhT & FHILA.

IR FEA gfaey -
TETHTS Flal gao 3Ted SATEN ATI0T ATaal Te UG IThdl.
. ASEd qHae JOJer :

Jedeh WICATATS! SieiTes qTaas  ATOT Araiehdi-ara Heirea 3ar 70T o fogd
SIUGTET HIE (BT, I HIH A3H, Hal a0 33k el Flel STHAUT Tead! Jrae-
FHHAT TS TESTIUl &dh o Sg Ihdld TeUH Siide aqdal. am= Fed Ad
R. Fvawfia fdfsay I &yer -

TUTERHE Sl favagia T 3= Ui Sfdrssrad WIS aTuY .
TS AT HIUTRT=T B0t BIUTR ATel, TedTIg" a=g 8IEe.

3. Qreeds AgHl USe 3490 :

STTIUT STeaT HIoTdel WU / HiFedeTT = 919 ial <arel daaldcs! AfaT el
3UST TG B AT, ATNG 3TIcial SR 83T s Ihd TS a2 AfgT 31UsT
UGS TS ATST TeSTIul Tool A0l I B ATel.
¥. Ao fafsarmr @t amwEr :

Tcdhr= A9Te HEame sThiESacd Tard ar=l wifedt wad T30 9 Siaes=ar
ot =g fgHia 3ar. 999 Bad Sige=ar Tt faad = wea i a949rd.
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4. gRQ Aeas 9T

TSI aa—Hda TG 2ATed. ATeddal aTdl &e- ATdE fhar &rdie
STTER FIOT IT3TaT.
&. TH —ASHH ITITH HiUEr ITg TR :

fafaer ge=ar ArgeR T=aiHes TUTe THUd Bar d TH —HoHfe TeaHagl
. JETST Aifed TSl UTRThgT Tosiad wHel 35 T, I TR THledsi
ag- Ufday STaST g ITehdl.

Cybercrime Facts & Stats
P
III

é Increased
Damage Costs
Expensive Virus By the end of 2017, global
The most expensive ransomware damage cosls
computer virus ever expected to exceed $5
["MyDoom") caused $38.5 billion! Healthcare
— billion total in damages. Sector At Risk
o Healthcare organizations
are the number one
Beware Email cyber attacked industry.
Attachments *
Email attaches are the #1 %3! E%
delivery method for malware. t 1
Some hackers have a 90% &
success rate with their email
schemes. Increased
Workforce
Cybercrime will increase the
— cybersecurity workforce
- shortage by 2021, creating
. milliens of unfilled jobs.
Inside Job
Unfortunately, some cyber crime
is carried out by employees. One
study found that 59% of
employees steal data when fired
ar when they quit! Poor Employee
Practices
Employees are often
Facebook -0 e responsible for poor
Vulnerabilities e cybersecurity practices,
- o creating security
As of May 2016, 600,00 Lots of Users vulnerabilities.
Facebook accounts were ) .
compromised every single day. Itis estimated that by 2022,
there will be over & billion
internet users. That means 6
billion people will be
vulnerable to cyber crime. -
Sources:
httpfwww blue-pencil.ca/top-12-cyber-crime-facts-and-statistics/ b I u e - pen c' I
httpsffwwew.csoonline com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics.html Information Secu rity
httpsyfwww.darkreading.com/endpoint/5-reasons-cybercriminals-target-healthcare/d/d-id13252107
https/fwww.optus.com.au/enterprise/accelerate/security/10-sobering-facts-and-stats-about-cyoer-crime = BlueP il Info
httpsifheimdalsecurity.com/blog/10-surprising-cyber-security-facts-that-may-affect-your-online-safety/ @BluePencil_In

TART :

Jeeftar ATl STHGTAl a9 & Aifed! das=r=r aral &l Sid 38, &f
TG AT Hiad= qTee HIATATST GEAT hosl Sl 9iq Hifedt SAOT TEm==r 3T
helcd HHTSTRIAIATSIS serdl, IATErSt Hifed! 30T TEsr=ar arqered  Ydrd  Affed!
g wraer (IT Act 2000) BT 29 3TFa@X 000 ATSTIGA AHSGIA ST, <9,
ST, TSI HIOTATE! ThE JHAM Bg T8 AR TRATH a9 HOm=ard - 3776

gHETET Bl AT hiIdATAT 317 BIdl. H %?‘ll CHQ‘IH hldcHdlHoo endoo ST d=HI r'\adld hlH
FOAE IMGATST, FU=A1AT, fafaer us=istor a=ges 90T e 3%,
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T SATSTeRIe ATEld! TASIATAT TRETI e 3TASTeT BIS, ST AR, TaTHT,
OrafSTeh e AT a3 SATdTd. 3T TSI 3Teldeias SEhiaT STl SHTdT, ATehdr
3TN FECATAS I QW FOT AEIIF: ATe. dUd FHISTAS o HZHAT ATerdt
SIS B ,37H ATIOT TEU] 9Tkl

HaH

o Amita Varma., Cyber Crime in India,Central Law Publications.

. IGNOU MCS-215 - Security and Cyber Laws, Latest Help Book Edition

o Sameena Bazmoul., Cyber Law & Crime, Hyderabad: ASIA Law House
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